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Meeting 
stakeholder needs 

Enterprise Goals 

IT related Goals 

COBIT 5 Processes 



 

Integration of applications into 
business processes 



 



COBIT 4.1 

VALIT 2.0 RISKIT 

Other ISACA frameworks: ITAF, BMIS, Board 
Briefing on IT Governance, … 

End-to-End 





Roles and organisational structures 

ROLE/STRUCTURE DEFINITION/DESCRIPTION 

BOARD The group of the most senior executives and/or non-executive directors of the enterprise 
who are accountable for the governance of the enterprise and have overall control of its 
resources 

CHIEF EXECUTIVE OFFICER (CEO) The highest-ranking officer who is in charge of the total management of the enterprise 

CHIEF FINANCIAL OFFICER (CFO) The most senior official of the enterprise who is accountable for all aspects of financial 
management including financial risk and controls and reliable and accurate accounts 

CHIEF OPERATING OFFICER (COO) The most senior official of the enterprise who is accountable for the operation of the 
enterprise 

CHIEF RISK OFFICER (CRO) The most senior official of the enterprise who is accountable for all aspects of risk 
management across the enterprise. An IT risk officer function may be established to oversee 
IT-related risk. 

CHIEF INFORMATION OFFICER (CIO) The most senior official of the enterprise who is responsible for aligning IT and business 
strategies and accountable for planning, resourcing and managing the delivery of IT services 
and solutions to support enterprise objectives   

CHIEF INFORMATION SECURITY 

OFFICER (CISO) 
The most senior official of the enterprise who is accountable for the security of enterprise 
information in all its forms   

BUSINESS EXECUTIVE A senior management individual accountable for the operation of a specific business unit or 
subsidiary 

 



BUSINESS EXECUTIVE A senior management individual accountable for the operation of a specific business unit or 
subsidiary 

BUSINESS PROCESS OWNER An individual accountable for the performance of a process in realising its objectives, driving 
process improvement and approving process changes. 

STRATEGY (IT EXECUTIVE) 

COMMITTEE 
A group of senior executives appointed by the board to ensure that the board is involved in 
and kept informed of major IT-related matters and decisions. The committee is accountable 
for managing the portfolios of IT-enabled investments, IT services and IT assets, ensuring 
that value is delivered and risks are managed. The committee is normally chaired by a board 
member, not the CIO. 

(PROJECT AND PROGRAMME) 

STEERING COMMITTEES 
A group of stakeholders and experts who are accountable for guidance of programmes and 
projects, including management and monitoring of plans, allocation of resources, delivery of 
benefits and value, and management of programme and project risks  

ARCHITECTURE BOARD A group of stakeholders and experts who are accountable for guidance on enterprise 
architecture-related matters and decisions, and for setting architectural policies and 
standards 

ENTERPRISE RISK COMMITTEE The group of executives of the enterprise who are accountable for the enterprise-level 
collaboration and consensus required to support enterprise risk management activities and 
decisions.  An IT risk council may be established to consider IT risk in more detail and advise 
the Enterprise Risk Committee. 

HEAD OF HUMAN RESOURCES The most senior official of an enterprise who is accountable for planning and policies with 
respect to all human resources in that enterprise 

COMPLIANCE  The function in the enterprise responsible for guidance on legal, regulatory and contractual 
compliance 

AUDIT The function in the enterprise responsible for provision of internal audits 

 



HEAD OF ARCHITECT A senior individual accountable for the enterprise architecture process 

HEAD OF DEVELOPMENT A senior individual accountable for IT-related solution development processes 

HEAD OF IT OPERATIONS A senior individual accountable for the IT operational environments and infrastructure 

HEAD OF IT ADMINISTRATION A senior individual accountable for IT-related records and responsible for supporting IT-
related administrative matters 

PROGRAMME AND PROJECT 

MANAGEMENT OFFICE (PMO) 
The function responsible for supporting programme and project managers, and gathering, 
assessing and reporting information about the conduct of their programmes and constituent 
projects 

VALUE MANAGEMENT OFFICE 
(VMO) 

The function that acts as the secretariat for managing investment and service 
portfolios, including assessing and advising on investment opportunities and business cases, 
recommending value governance/management methods and controls, and reporting on 
progress on sustaining and creating value from investments and services 

SERVICE MANAGER An individual who manages the development, implementation, evaluation and on-going  
management of new and existing products and services for a specific customer (user) or 
group of customers (users) 

INFORMATION SECURITY MANAGER An individual who manages, designs, oversees and/or assesses an enterprise's information 
security 

BUSINESS CONTINUITY MANAGER An individual who manages, designs, oversees and/or assesses an enterprise's business 
continuity capability, to ensure that the enterprise’s critical functions continue to operate 
following disruptive events 

PRIVACY OFFICER An individual who is responsible for monitoring the risks and business impacts of privacy 
laws and for guiding and co-ordinating the implementation of policies and activities that will 
ensure that the privacy directives are met. Also called ‘Data Protection Officer’ 

 



Governance of Enterprise IT 

5 governance processes 

Management of Enterprise IT 

Align, plan & organize processes 

Build, acquire & implement processes 

Deliver, service & support processes 

Monitor, 
evaluate & 

assess processes
  

Governance and 
management 



• Governance ensures that enterprise objectives are achieved by evaluating stakeholder 
needs, conditions and options, setting direction through prioritisation and decision 
making, and monitoring performance, compliance, and progress against plans.  

- In most enterprises, governance is the responsibility of the board of directors under the leadership of the 
chairperson. 

• Management plans, builds, runs and monitors activities in alignment with the direction 
set by the governance body to achieve the enterprise objectives. 

- In most enterprises, management is the responsibility of the executive management under the leadership of the 
CEO. 

 
 



Governance versus Management 

Example Governance Process 



Governance versus 
Management 

Example Governance Process + 
key management practices 



Governance versus Management 



Governance versus Management 



Governance versus Management 



Holistic view 

COBIT 5 ENABLERS

RESOURCES

Processes Organisational 
Structures

Culture, Ethics & 
Behaviour

Information
Services

Infrastructure
Applications

People, Skills & 
Competences

Frameworks, Policies and Procedures



COBIT 5 

 



7 nearly new processes 
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For each COBIT process: 

• Process description 
• Process purpose statement 
• IT related goals & metrics 
• Process goals & metrics 
• RACI chart 
• Management practices + inputs/outputs 
• Activities 

 
 



Example 
 
DSS02 Manage service 
request and incidents 
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Example 
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request and incidents 



• IT Alignment  and Governance 
Research Institute 

- www.antwerpmanagementschool.be/ITAG 

• Email 
- wim.vangrembergen@ua.ac.be  

• Books & Publications 
- Van Grembergen W., De Haes S., 

Implementing Information Technology 
Governance: models, practices and 
cases, 255p., IGI Publishing, 2008 

- Van Grembergen W., De Haes S., 
Enterprise Governance of IT: achieving 
strategic alignment and value, 360p., 
Springer, 2009 

- International Journal on IT/Business 
Alignment and Governance (IJITBAG) 

www.igi-global.com/IJITBAG  

• Executive education 
- Executive Master in  IT Governance & 

Assurance 
- Executive Master in Enterprise IT 

Architecture 
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